
 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

Welcome to Boot Camp 
This survival guide will help you prepare for one of 

the most informative and intensive training missions 

that you will ever embark on. We have included 

some of our most effective training tools and a 

mission plan to help you get ready to become a 

Certified SDWAN Expert. 

What’s included: 
 

- The exam blueprint with all the topics covered on the exam 

to help you understand the core SDN/NFV, Automated 

Network Orchestration and SDWAN concepts that you’ll 

need to master in order to graduate Boot Camp and go on to 

become a Certified Professional 

- Key training tools that explain the basics of SDWAN services 

attributes and components 

- A quiz to give you an example of what will be expected of 

you when you’re ready to take the MEF-SDWAN 

examination. 

- An acronym guide to help you learn the language of 

SDN/NFV and SDWAN. 

But if you’re not quite ready to go it alone, we’ve included an overview of 

our award winning Drill Instructor-led training program that more than 5000 

fellow professionals have used to earn their certifications. 

All of us at the SDWAN Academy, wish you all the best in your exam 

preparation, and if you’re looking for a “boost over the wall”, do not 

hesitate to contact us and ask for a push! We’re standing by eager and 

ready to help you earn your stripes! 

Craig Easley – Master Drill Instructor and Dean of Academic Affairs 
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Basic SDWAN Concepts 
 

❑ Software Defined Networking components 

❑ Separation of the management, control and data forwarding planes 

o Enables logically centralized view of network-wide routing 

and switching paths 

❑ Programmatically configured 

o Routing and Switching applications determine flow paths 

o SDN Controller receives direction from the application via 
the Northbound RESTful APIs with the applications 

o SDN Controller then programmatically configures SDN 

switches via OpenFlow protocol 

o SDN Switches contain flow tables populated with flow 

patterns and action when a match between a flow pattern 

and a table rule occurs 

❑ SDN Controller executes the routing and switching logic 

❑ SDN switches are simple pattern match and action execution engines 

❑ Openflow is the protocol connecting the Controller and OpenFlow 

Virtual Switch (OvSwitch) 

❑ Secure communication channels enable trusted operation and 

Redundant Controllers 

o East-West interfaces enables controllers to synchronize with 

each other 
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SDN/NFV Framework 
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Separation of Control and Data Planes 
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Logically Centralized Control 
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OpenDayLight SDN Controller 

 
❑ Myriad of software based controllers were developed to provide 

switching/routing and control processing for OvSwitches 

o NoX – Nicira OpenFlow Controller 

o PoX – Pythonic OpenFlow Controller 

o Floodlight 

o OpenDayLight 

❑ OpenDayLight has been the most widely adopted 

❑ ODL includes a variety of Layer 2 (Modular Layer 2 ML2) and Layer 3 

routing 

❑ Model-driven Service Abstraction Layer (MD-SAL) 

o Support a variety of controller to switch protocols 

o OpenFlow for native OvSwitches 

o NetConf / YANG device configuration for legacy switches 
o Routing protocol switch updates including BGP-LS and PCEP 

❑ Base, Service Provider and Virtualized ODL Editions 

o Meets a variety of SDN deployment requirements 

❑ OpenDayLight evolved to include a number of Orchestrator-like 

automation features 

❑ The Mininet SDN Simulator enables building a fully functional SDN 

network with a controller, switches and hosts in a variety of network 

topologies and configurations including with external ODL (and 

other) controllers 

o www.mininet.org 

http://www.mininet.org/
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Virtualization Concepts 

 
❑ Type 1 virtualization hypervisors – “Bare-metal” replacing the machines 

operating system 
❑ Type 2 virtualization hypervisor – “Hosted” running on the machines 

local operating system 
❑ Virtual Machines (vm) are created at runtime, by defining a “name 

space” which creates boundaries around the compute, storage and 
network resources that the vm can access 

❑ Inter-vm communication is done by sending messages to a virtual NIC or 
bridge which connects the vm’s to one another 

❑ An important factor to consider when virtualizing certain application is 
the latency that is introduced by this inter-vm communication. The Data 
Plane Development Kit (DPDK) was designed to address some of the 
performance impacting overhead latencies. 

❑ While virtualization has been widely implemented by IT applications 
(web servers, storage, etc.) and in data centers, it is only beginning large 
scale deployment in telecommunications networks 

❑ The ETSI Network Function VIrtualisation (NFV) Industry Standards 
Group (ISG) is defining a comprehensive architecture and framework of 
virtualization standards, and reference points (APIs) between NFV 
functional components 

❑ The ETSI NFV/MANO architecture includes 3 main function blocks 
❑ NFV Orchestrator 
❑ NVF Manager 
❑ Virtual Infrastructure Manager (VIM 
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Follow the Trend to Virtualization 
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Steps Towards Virtualization 
 
 

 

 
 
  



-12- 

 

 

The ETSI NFV Framework 
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NFV MANO Reference Architecture 
 

 

 



 

 

End-to-End-Service Chaining 
Function Graphs 
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SDWAN Components and Attributes 

 
❑ MEF and ONUG have been jointly working to create the industry’s first 

SDWAN Standard 

❑ MEF 70 represents the first milestone towards and SDWAN Service 
standard 

❑ MEF 70 is a catalog of services attributes similar to MEF 10 for Carrier 
Ethernet services and MEF 61 IP Services Attributes and MEF 63 
Subscriber level optical transport services (Yes they got the numbers 

ass-backwards 61 - Layer3 and 63 - Layer1 😉) 
❑ MEF 70 defines the following Key Concepts and Definitions 

o SDWAN Service Attributes 
o SDWAN Service Components 
o Underlay Connectivity Services (UCS) 
o Tunnel Virtual Connection (TVC) 
o SDWAN Virtual Connections and SWVC End Points 

❑ MEF 70 defines a comprehensive set of Service Attributes 
o SDWAN Virtual Connections (SWVC) Attributes 
o SDWAN Virtual Connections (SWVC) End Point Attributes 
o SDWAN UNI Attribute 

❑ MEF 70 further describes Application Flow Policy application, common 
SDWAN Use Cases 

❑ MEF 90 is a draft MEF Certification test for SDWAN Service 
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NFV SDWAN Service Chain 
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SDWAN Overview 
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Acronym Guide 
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SDWAN Expert Boot Camp 
Course Overview 
 

Networks are being transformed into software defined, virtualized, 
orchestrated, and automated networks of the future. SDWAN leverages these 
technologies and is revolutionizing the telecom industry.  Intelligent path 
selection, application optimization, and policy-based control of network 
security resources is only the beginning of the implementation challenges 
awaiting those in charge with “turning-up” the next generation of WAN services. 
 
According to recent industry surveys by Vertical Systems Group and others, 
there is a critical shortage of ICT professionals skilled in these new technologies 
to lead this exciting transformation. The Academy’s SDWAN Boot Camp is the 
industry’s first and only vendor independent training that teaches the skills 
required to lead the transformation to the digital future.  Choose the path that 
elevates your career by becoming an expert in SDWAN and SDN/NFV 
technologies. 
 
The Academy’s SDWAN Expert Boot Camp is a comprehensive expert level 
training program covering SDWAN, SDN, NFV and automated network 
orchestration platforms. 
 
The course is an immersion into SDWAN and related SDN/NFV technologies and 
covers the development of these modern network techniques to provide a basis 
for expert level understand and analysis of these technologies and their 
applications.  
 
We’ve applied our MEF-CECP Boot Camp award-winning course design to 
SDWAN technologies to prepare the next generation of telecommunications 
professionals. Available as an accelerated 3-day Boot Camp course, the training 
covers all the material to prepare you for both the MEF-SDCP (SDWAN) and 
MEF-SNCP (SDN/NFV) Professional Certification exams. 
 

Course Description 
 
The Academy’s SDWAN Boot Camp course is the only vendor-neutral technical 



 

 

training course that covers all aspects of Software Defined Wide Area Networks 
(SDWAN) and the related concepts of Software Defined Networking (SDN) and 
Network Function Virtualization (NFV).  The course will guide your path to 
becoming an expert in SDWAN and the underlying technologies and prepare 
you to take and pass both the MEF-SDCP and MEF-SNCP certification exams. 
 
The course combines lecture of SDWAN and related technologies, with practical 
exercises that tie the theory to real-world applications. The course also includes 
quizzes for each of the modules to assess each student’s mastery of the material, 
along with a post course practice exam that provides students with a final test 
prior to taking the MEF certification exams.  Offered as a 3-day accelerated boot 
camp style course, the training is a vendor independent deep dive into all 
aspects of SDWAN including all the topics in the MEF-SDCP and MEF-SNCP 
Exam Blueprint A, and related topics that will be covered in upcoming versions 
of the MEF professional certifications. 

 
Course Outline 
 
Introduction to Software Defined WAN (SDWAN) 
 
This introductory lecture presents the SDWAN ecosystem and explains how the 
convergence of several modern networking trends including Software Defined 
Networking and automated provisioning called Orchestration have resulted in a 
new genre of networking technology.  The lecture provides the background of 
each of these important areas of innovation and sets the stage for an in-depth 
look at each as the course unfolds. 
 
• Introduction to SDWAN Architecture and components 
• SDWAN is one of the first solutions of Software Defined Networking 
• Technology Vectors Contributing to SDWAN 
• The Journey to SDWAN 
 
Module 1 - Software Defined Networking 
 
This lecture presents a comprehensive overview of Software Defined 
Networking (SDN).  It discusses the technical and economic problems that 
created an opportunity for academic and commercial proponents to form the 
Open Network Foundation and forge an open, standards-based environment for 
the development of a new era of networking technology.  The architectural 
advantages of a centralized control system with distributed forwarding 
elements is presented to introduce the concept of “smart” controllers and 
“simple/fast/cheap” switches.  The lecture introduces the OpenFlow protocol 



 

 

which was  
the first industry-developed language that enables a central control function to 
update the forwarding tables, Ethernet and/or IP.  The lecture also discusses 
the challenges of legacy-device (non-OpenFlow capable) integration and 
exposes several security concerns that need to be mitigated to ensure a secure 
environment. 
 
• Overview of Software Defined Networking 
• SDN Architecture and Interfaces 
• SDN Implementation Models (native, overlay, hybrid) 
• SDN Controllers – OpenDaylight from Hydrogen to Neon 
• Incorporating Non-OpenFlow capable devices using NetConf/YANG 
• Troubleshooting and security considerations 
 
Module 2 - Network Function Virtualization 
 
With an expert level understanding of Software Defined Network architectures 
and components, the course turns its attention to Network Function 
Virtualization (NFV), or the ability to create a shared hardware resource pool 
that can be used to flexibly run module software programs that perform various 
network functions.  The lecture first explains virtualization techniques that have 
been developed over the past 50 years for mainframes, multi-user PCs and 
within data centers.   
 
Next the ETSI NFV framework or architecture is explained along with key 
interfaces, called reference points by ETSI, between the various components 
required to manage the instantiation and lifecycle of the software elements 
running on the virtual (or shared) infrastructure. 
 
• Introduction to Virtualization – From Main Frames to Data Centers 
• The ETSI NFV Architecture and Reference Points (APIs) 
• How NFV Leverages the Modularity of SDN designs 
• Virtualizing Network Functions 
• Service Function Chaining and Forwarding Graphs 
• NFV Management and Operations (MANO) 
• Migration Strategies for Implementing Virtual Network Functions 
(VNFs) 
• Proof of Concept (PoCs) and TestFest Status/Results 
 
Module 3 - Network Automation & Orchestration 
 
This lecture introduces Orchestration platforms and discusses their evolution 
from legacy Operation Support Systems (OSS), to automated provisioning 



 

 

systems that streamline the service turn-up and resource management required 
to host new services.  Originally invented to help data center operators meet the 
need for rapid deployment of computing resources, Orchestration platform 
capabilities have merged with network controller and network management 
systems.  The Orchestration platform is where requests are mapped to 
resources in a policy-defined  manner.  The lecture also highlights the work of 
MEF in Orchestration interfaces (APIs) and  discusses the interoperability of the 
MEF LSO APIs with other industry automation initiatives. 
 
• Network Automation and Orchestration 
• Software Orchestration Concepts 
• Orchestration Automation Platforms 
• Linux Foundation ONAP Releases 
• MEF LSO Orchestration Application Programming Interfaces (APIs) 
• Survey of Tools and Applications 
 
Following the completion of Modules 1, 2 and 3 students are prepared to take 
the MEF-SNCP (SDN/NVF) certification exam. 
 
Module 4 - SDWAN Implementations and Standards 
 
The capstone lecture in the course revisits the SDWAN application now that 
students have an expert level understanding in the components and 
functionality of typical SDWAN solutions, and understand the background and 
evolution of the technology initiatives that have now merged together.  The 
lecture presents several user stories and scenarios and shows how SDWAN can 
provide significant benefits in terms of cost reduction, resiliency and address 
capacity constraints.  A summary of popular SDWAN solutions is discussed, 
underscoring the challenges to open SDWAN interoperability due to the lack of 
standards and the proprietary nature of early products.     
 
The MEF 70 SDWAN standard – The industry’s first SDWAN standard, is 
dissected and explained so that students will have a detailed understanding of 
the developing “common language” of SDWAN componentry and functionality. 
  
• SDWAN Solution Architectures 
• MEF 70 The First SDWAN Standard 
• SDWAN Underlay Network Connectivity Services (UCS)  
• Service Delivery and Traffic Engineering – The SDWAN Edge 
• Virtual Tunnel/Path Selection 
• Survey of Popular Vendor SDWAN Approaches, Solutions and Products 
• Emerging Opportunities for Dynamic Service Delivery using SDWAN 
 



 

 

SASE – Secure Access at the Service Edge 
 
This “bonus” lecture, not yet covered on the MEF-SNCP or MEF-SDCP 
certifications, is provided to give students a look into the future of security 
solution being developed for the SDWAN environment.  SDWAN, like other SDN 
and distributed networking solutions, introduces a number of security issues 
that need to be addressed.  The emerging trend of SASE is discussed to show 
how a holistic, policy-based approach to security nicely complements an 
SDWAN deployment.  
  
• Adding Security to the SDWAN Solution 
• Understanding the components and requirements of the security 
portfolio 
• MEF SASE Standardization Efforts 
• Defining the User Story, Use Cases and Implementation Requirements 
• The Benefits of a Comprehensive, Policy-based Security Implementation 
• Emerging Opportunities for SASE Implementations 
 
 
 
  



 

 

SDWAN Expertise is the Path to Success 
 
The Academy’s SDWAN Boot Camp is the latest and most up-to-date, expert 
level SDWAN training program. The course provides a network-centric view to 
the underlying SDN, NFV and Orchestration technologies used to deliver an 
automated SDWAN application.  The course goes well beyond simple exercises 
based on the Mininet SDN emulator.  The Academy’s SDWAN Boot Camp 
explains the technologies and the solutions that will usher in the next 
generation of digital networks.  The course provides the depth and context 
necessary to understand the details of the technical aspects of the individual 
vendor solutions that you may be evaluating so you can make informed 
decisions as an SDWAN expert. 
 
Upon completion of the SDWAN Expert Boot Camp course, students will be able 
to: 
 
Module 1 : Software Defined Networking (SDN) 
 

• Describe the SDWAN architecture and the functionality of each of the 
components. 

 
• Understand common use cases for SDWAN and select a specific solution 

to meet a given application scenario. 
 

• Have in-depth understanding of the technologies used in Software 
Defined Networking including SDN Architecture, Interfaces, and 
Implementation Models. 

 
• Know the functions and purpose of an SDN controller within the overall 

SDN architecture and be able to list the features and advantages of the 
marketing leading OpenDayLight SDN Controller. 

 
• Incorporate Non-OpenFlow capable devices using non-OpenFlow 

programmatic methods including NetConf/YANG or other protocol 
adapters and provisioning interfaces. 

 
Module 2 – Network Function Virtualization (NFV) 
 

• Understand computer virtualization and be able to describe the 
advantages and disadvantages of various virtualization techniques. 

 
• Be aware of the inter-process communication requirements and the 

potential for increased latency among virtualized applications and 



 

 

suggest technologies and implementation strategies to mitigate 
excessive latency. 

 
• Describe the ETSI Network Function Virtualization standardization 

effort.   
 

• Describe the ETSI NFV model, functional blocks including Management 
and Orchestration (MANO) and list the important Reference Point / 
interfaces between functional components. 

 
Module 3 – Orchestration 
 

• Understand the goals and potential benefits of network service 
provisioning automation or orchestration. 

 
• List the lifecycle service automation process and each step from design 

to termination. 
 

• Describe the landscape of current orchestration platforms and projects 
and be aware of the maturity and market take-up of the most popular. 

 
Module 4 – SDWAN 
 

• Possess and in-depth knowledge of SDWAN solution architectures. 
 

• Understand the definitions and purpose of MEF 70 - The First SDWAN 
Standard. 

 
• Describe the differences in SDWAN Underlay Network Connectivity 

Services (UCS). 
 

• Understand the importance of Service Delivery and Traffic Engineering 
at the SDWAN Edge and how to specify appropriate Virtual Tunnel/Path 
Selection. 

 
• List emerging opportunities for dynamic WAN service selection. 

 
Module 5 – Secure Access at the Service Edge 
 

• Understand the importance of securing the SDWAN Service Edge. 
 

• Understand the typical components and requirements of an effective 
security portfolio. 



 

 

 
• Describe the MEF SASE Standardization Efforts. 

 
• Be familiar with the popular User Stories, Use Cases and 

Implementation Requirements. 
 

• Describe the emerging opportunities for SASE-based security 
implementations. 

 



 

 

Course Audience 
 

Networking Professionals who desire an in-depth understanding of 
SDN/NFV, orchestration and SD-WAN applications. Professionals 
engaged in network architecture, engineering, design and 
deployment, along with Technical Sales and Marketingengineers 
whoarticulate andpresentthecapabilitiesoftheirownnetworks to 
partnersandcustomerswillallbenefitfromtheexpertiseinSDWANthat 
thiscourse delivers 

 
ThiscourseisacomprehensivesupersetofboththeONFSDNProfessional 
andMEF-NF professionalcertificationsandcoversallthetopicslistedon 
theexam“BluePrints”. The SDWAN Academy has worked in close 
collaboration with MEF on the development and launchofthe MEF- 
SDN/NFV certificationandourexpertinstructorswhowillfacilitatethe 
courses have all passed the exam with highmarks. 

 
 
 

Become an Expert! 
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MEF-SDWAN Exam Blueprint (Sept. 2019) 


